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Abstract: This study explores the potential of using blockchain technology in military operations and supply chain 

management. Blockchain's transparency and security benefits are highlighted, aiding data exchange, authentication, and 

logistics. The article emphasizes improved transparency, efficiency, and interoperability among military units. It also 

examines blockchain's impact on supply chain visibility, traceability, and asset authentication. Challenges like scalability 

and data confidentiality are addressed, with proposed solutions for successful integration into the military sector.  
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 I. Introduction 

 The concept of blockchain emerged in 2008 under the pseudonym Mr. Satoshi Nakamoto, who introduced the renowned 

crypto currency Bitcoin. Nakamoto's intention was to establish a direct method of online payment between parties, 

bypassing the need for financial intermediaries. To achieve this, Nakamoto devised a distributed database of time stamped, 

consensus-driven, cryptographically tagged transactions, resulting in an unchangeable record known as a blockchain. [1]  

 In an era characterized by rapid technological advancements and their profound influence on diverse sectors, blockchain 

technology has emerged as a pivotal innovation with transformative potential. Originally renowned as the foundation of 

digital crypto currencies, blockchain's decentralized and transparent framework has extended its utility far beyond financial 

realms. One particularly promising avenue is its integration within the domain of military operations. This dynamic 

technology offers the prospect of elevating security, transparency, and operational efficiency in defence activities to 

unprecedented levels. By establishing an immutable ledger for secure data exchange, fostering unwavering trust through 

cryptographic mechanisms, and optimizing intricate logistical processes, blockchain stands poised to reshape the very 

foundation of military applications. [2] 

 The traditional paradigms of defence operations are facing a paradigm shift due to the unique attributes of blockchain 

technology. Its distributed nature holds the promise of not only safeguarding sensitive military information but also 

enhancing decision-making processes by providing real-time and tamper-proof data. The intricate web of defence activities, 

ranging from logistics and asset administration to data exchange and interoperability among diverse military units, could 

all benefit from blockchain's capacity to streamline procedures and alleviate administrative burdens. Furthermore, the 

implementation of blockchain technology could amplify transparency, instil greater accountability, and subsequently, 

augment the overall efficacy of defence endeavours.  

Beyond military operations, the realm of supply chain management within the defence sector presents another arena primed 

for transformation through blockchain technology. The intricate networks of sourcing, procuring, and distributing critical 

assets demand a high degree of visibility, traceability, and authentication. Blockchain's immutable and transparent nature 

aligns seamlessly with these requisites, potentially enhancing supply chain oversight by reducing fraud, ensuring the 

provenance of essential components, and fortifying logistical processes. Moreover, the decentralized architecture of 

blockchain has the potential to mitigate single points of failure and vulnerabilities, thereby bolstering the resilience of 

supply chains crucial for defence preparedness. [3] 

 However, the integration of blockchain within military applications is not without its challenges. Technical prerequisites, 

scalability concerns, data confidentiality considerations, and the intricacies of interoperability necessitate meticulous 

deliberation. Furthermore, the regulatory landscape introduces complexities that require adept navigation to ensure 

compliance without compromising security.  

 As we embark on this exploration of blockchain's transformative potential within military contexts, we delve into its 

multifaceted advantages, the intricacies of its implementation, and the strategic considerations that accompany its adoption. 
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By scrutinizing real-world implications, potential obstacles, and proposed frameworks for surmounting them, this 

investigation aims to contribute to a comprehensive understanding of how blockchain technology can be harnessed to 

fortify defence operations and optimize supply chain management in an ever-evolving landscape of security and innovation.  

 

 II. Blockchain Technology  

 Blockchain technology, often referred to as a decentralized and distributed ledger, has gained significant prominence 

beyond its initial association with crypto currencies. It embodies a revolutionary approach to data management and 

transaction verification that offers heightened security, transparency, and efficiency across various domains. This section 

elucidates the fundamental components of blockchain technology and its applicability within the realm of military 

operations, subdivided into subsections as follows [04-07]   

A. Decentralized Ledger Architecture  

At the core of blockchain lies its decentralized ledger architecture, where information is stored across a network of nodes 

rather than a centralized entity. This design mitigates single points of failure and enhances system resilience. Each new 

transaction is grouped into a "block" and cryptographically linked to the preceding block, creating an unbroken chain of 

data. This structure ensures the immutability of recorded information, as altering any part of the chain would require altering 

subsequent blocks, a feat virtually impossible due to the computational power required.   

B. Security and Trust Enhancement  

Blockchain's security stems from its cryptographic underpinnings. Transactions are validated through consensus 

mechanisms, where network participants must agree on the validity of a transaction before it's added to the chain. This 

enhances trust by eliminating the need for intermediaries and reducing the potential for fraud or manipulation. Military 

operations, often involving sensitive data and critical decisions, can benefit from blockchain's inherent security features, 

guarding against unauthorized access and ensuring the integrity of information.   

C. Transparency and Data Integrity  

Blockchain's transparent nature enables all network participants to view the entire transaction history. Once recorded, data 

cannot be altered without consensus, guaranteeing data integrity. In military contexts, this transparency can be leveraged 

to ensure accurate record-keeping, enhance accountability, and facilitate auditing processes. From asset administration to 

information dissemination, the ability to trace every transaction fosters a culture of accuracy and reliability.  

D. Smart Contracts and Automation  

Blockchain introduces the concept of "smart contracts," self-executing agreements with predefined rules. When certain 

conditions are met, these contracts automatically execute without the need for intermediaries. This capability holds 

significant potential for military operations, where predefined protocols could automate certain processes, such as resource 

allocation or authorization procedures, streamlining operations and reducing administrative overhead.   

E. Interoperability and Collaboration  

Military operations often involve diverse units, organizations, and even international partners. Blockchain's interoperable 

nature, combined with standardized protocols, could facilitate seamless data exchange and collaboration across these 

entities. This interoperability can eliminate data silos, enhance situational awareness, and enable rapid decision-making 

based on real-time, shared information.   

F. Challenges and Considerations  

While blockchain offers a multitude of advantages, its implementation within military contexts is not devoid of challenges. 

Scalability concerns, as the network grows, and technical prerequisites for secure deployment must be carefully addressed. 

Ensuring data confidentiality without compromising transparency and adhering to regulatory frameworks adds complexity 

to the equation. Overcoming these challenges demands a strategic approach and innovative solutions tailored to the unique 

demands of military operations.  

 In summation, blockchain technology's distributed, transparent, and secure nature presents a transformative opportunity 

within military operations. By leveraging its decentralized architecture, security mechanisms, transparency, and automation 

capabilities, the defence sector can potentially optimize processes, elevate trust, and enhance collaboration. The subsequent 

sections of this study delve into the specific domains of defence operations and supply chain management to illustrate how 

blockchain's potential can be realized in practice.  
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 G. Categories of Blockchain  

 Blockchains are categorized into distinct types, each with its defining characteristics [8-10]:-  

1. Public Blockchain. A public blockchain is an open and decentralized distributed ledger accessible to all. It lacks 

single ownership or control, allowing anyone to participate as a node. Public blockchains exhibit decentralization, 

enabling network engagement, data visibility, and consensus participation for new block addition. Prominent 

examples are Bitcoin, Ethereum, and Litecoin. Public blockchains offer benefits such as heightened security, 

transparency, inclusivity, but might face limitations in transaction speed and fees, regulatory compliance, and 

oversight.  

2. Private Blockchain.  A private blockchain is decentralized but controlled by a single entity. Network access is 

restricted by the network owner/operator. It's suitable for applications demanding heightened security, like supply 

chain tracking or managing sensitive financial data. These blockchains prioritize security and control, often 

resulting in faster transaction speeds and lower fees compared to public blockchains. Regulatory compliance is 

more feasible, yet transparency and fairness might be compromised due to controlled access.  

3. Consortium Blockchain. Consortium blockchains are owned and controlled by a group of organizations, offering 

shared ownership. They serve applications that need security but where single ownership isn't practical. 

Collaboration among organizations is facilitated, such as in supply chain management or financial services. 

Consortium blockchains combine decentralization and collaboration, enabling joint ownership and operation, 

controlling network entry, data visibility, and consensus. Advantages include transaction speed, lower fees, and 

stronger security than public blockchains, but transparency and fairness might be limited due to controlled access.  

4. Comparative Summary. The difference between various types of Blockchains is summarized in Tab1.   

 

Table 1: Difference between Various Types of Blockchain    

 III. Integration of Blockchain in Military Operations  

 The integration of blockchain technology within military operations holds the promise of reshaping the landscape of 

defence activities by introducing enhanced security, transparency, and operational efficiency. This section explores the 

multifaceted ways blockchain can be integrated into various aspects of defence operations [11-14]   

A. Secure Data Exchange and Authentication. Blockchain's tamper-proof nature and cryptographic validation 

mechanisms can play a pivotal role in securing sensitive military data. Communications, orders, and critical 

information exchanged between units can be recorded on the blockchain, ensuring their authenticity and safeguarding 

against unauthorized alterations. This feature could bolster the accuracy of information, reduce the risk of 

misinformation, and elevate the trustworthiness of communications critical to strategic decision-making.   

B. Logistics Optimization and Asset Administration. The complexity of military logistics demands seamless 

coordination and efficient asset management. Blockchain's transparent and auditable record-keeping can streamline 
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the tracking of resources, equipment, and personnel movements. Smart contracts could automate resource allocation, 

maintenance schedules, and procurement processes, leading to optimized resource utilization and reduced 

administrative overhead.   

C. Interoperability Among Military Units. In joint military operations involving diverse units and organizations, 

interoperability is paramount. Blockchain's shared and standardized data structures can facilitate seamless information 

exchange, enabling units to have a real-time, comprehensive view of the operational landscape. This interoperability 

can promote better coordination, rapid response times, and informed decision-making in complex scenarios.   

D. Enhanced Information Dissemination. Timely and accurate information dissemination is vital in military operations. 

Blockchain's transparent and traceable data propagation can ensure that critical information reaches relevant 

stakeholders without delays or distortions. From battlefield intelligence to strategic updates, the technology's potential 

to maintain an unaltered information flow can aid in maintaining situational awareness and strategic alignment.   

E. Transparency and Accountability. Blockchain's transparent nature can foster a culture of accountability within 

military operations. Activities, decisions, and resource allocations recorded on the blockchain are visible to authorized 

participants, reducing the potential for hidden agendas or discrepancies. This transparency can contribute to effective 

oversight, enable post-operation analysis, and build trust among involved parties.   

F. Challenges and Implementation Considerations. The successful integration of blockchain in military operations 

necessitates careful consideration of challenges specific to this context. Ensuring the confidentiality of classified 

information while maintaining transparency is a delicate balance. Scalability issues must be addressed to accommodate 

the vast amounts of data generated during operations. Moreover, training and education for personnel to understand 

and utilize blockchain-based systems effectively is imperative for successful implementation.  

In summary, the integration of blockchain technology into military operations offers a paradigm shift in how defence 

activities are conducted. From securing communications to optimizing logistics and fostering interoperability, 

blockchain's attributes align with the intricate demands of military endeavours. However, realizing these benefits 

demands a comprehensive understanding of the technology, strategic planning, and meticulous attention to the unique 

challenges and considerations posed by the military landscape. The subsequent section examines another critical facet 

of defence – supply chain management – and how blockchain can augment its efficiency and effectiveness.  

  

IV. Challenges and Limitations of Integrating Blockchain in Military Operations  

 The application of blockchain in military contexts is accompanied by various challenges and limitations that must be 

acknowledged. These hurdles encompass factors such as scalability, performance constraints due to consensus 

mechanisms, security vulnerabilities within smart contracts and encryption, interoperability intricacies, and the 

necessity for robust infrastructure. Overcoming these barriers demands extensive effort, technological advancements, 

and substantial resources to guarantee the secure and efficient integration of blockchain into military operations. [15-

20]   

1. Scalability and Performance Challenges.  The handling of substantial transaction volumes poses scalability issues 

for blockchain networks. Military operations often involve vast data volumes and real-time demands, straining 

blockchain networks and potentially impacting overall performance.   

2. Interoperability and Integration Complexities.  Integrating blockchain technology into pre-existing military 

systems and infrastructure is intricate. Ensuring compatibility and seamless integration with legacy systems, distinct 

platforms, and diverse databases can present considerable interoperability challenges.  

3. Data Privacy and Confidentiality.   While blockchain offers transparency and immutability, safeguarding data 

privacy and confidentiality presents difficulties. Sensitive military information may necessitate restricted access, 

encrypted storage, and selective sharing, potentially conflicting with blockchain's inherently transparent nature.  

4.  Cyber security. Despite its security reputation, blockchain technology is not impervious to cyber security risks. 

Menaces like ransom attacks, vulnerabilities within smart contracts, and compromises of private keys could jeopardize 

the integrity and security of military operations if adequate security measures are not in place.   

5. Adoption and Change Management. The integration of blockchain demands organizational shifts and cultural 

changes within military institutions. Resistance to change, inadequate awareness, and the need for education and 

training on blockchain concepts and implementation can impede the successful adoption of this technology.   
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6. Resource Requirement.   Establishing and sustaining a blockchain network entails substantial computational 

resources, including computing power, storage capacity, and energy consumption. These resource demands may 

present financial and logistical challenges for military organizations.   

7. Complexity of Technology.  Blockchain technology is intricate and necessitates expertise in domains like 

cryptography, distributed systems, and smart contract development. Acquiring the requisite technical proficiencies and 

expertise within the military can pose challenges, underscoring the importance of consistent training and up skilling 

efforts.   

8. Military Hierarchies.  Decentralized decision-making processes involving consensus mechanisms are often central 

to blockchain networks. Aligning these decentralized governance structures with prevailing military hierarchies, 

decision-making frameworks, and established structures might encounter resistance.   

Addressing these challenges and limitations is imperative for military entities contemplating the incorporation and 

integration of blockchain technology. Strategies like pilot projects, collaboration with industry experts, and 

comprehensive risk assessments can help mitigate these challenges and ensure the successful implementation of 

blockchain in military scenarios.  

 

V. Strategies for Introducing Blockchain in Military Applications  

 Effectively integrating blockchain into military applications necessitates a methodical approach and strategic foresight. 

Employing several implementation strategies can ensure the successful infusion of this technology. First and foremost, 

undertaking comprehensive evaluations of existing systems and pinpointing areas where blockchain can contribute value 

is crucial. Emphasizing use cases that address pivotal needs, such as secure communications or supply chain management, 

remains of utmost importance. Engaging in partnerships with technology experts and industry collaborators to develop 

tailored blockchain solutions and interoperability standards can facilitate a seamless integration process. Furthermore, 

adopting a phased deployment strategy, starting with smaller pilot projects, allows for thorough testing, assessment, and 

iterative enhancements. Instituting comprehensive training and educational programs serves to acquaint military personnel 

with blockchain technology and its operational implications. Finally, establishing formidable cyber security protocols to 

shield the blockchain infrastructure and sensitive data ranks as paramount. [21-25].   

1. Pilot Programs and Proof of Concepts. Begin with small-scale pilot programs to assess the feasibility and 

effectiveness of blockchain technology within specific military operations. These proof-of-concept initiatives allow 

for testing in controlled environments, identifying potential benefits, challenges, and necessary adaptations before 

full-scale implementation.  

2. Gradual Integration. Rather than attempting a complete overhaul of existing systems, consider a phased approach 

to integration. Start with non-mission-critical processes, allowing personnel to become familiar with blockchain 

technology and its implications. As comfort and experience grow, expand its application to more critical areas.  

3. Collaborative Partnerships. Forge partnerships with technology companies and experts in blockchain development. 

Collaborative efforts can provide access to specialized knowledge, technical support, and customized solutions 

tailored to the unique requirements of military operations.  

4. Education and Training. Invest in comprehensive education and training programs to ensure military personnel 

understand blockchain technology's capabilities, limitations, and operational relevance. Providing the necessary skills 

and knowledge is vital for the successful adoption and utilization of blockchain-based systems.  

5. Customized Solutions. Recognize that military applications have distinct requirements that off-the-shelf blockchain 

solutions might not fully meet. Develop customized solutions that align with the specific security protocols, 

communication needs, and operational intricacies of defence environments.  

6. Addressing Security and Confidentiality. Given the classified and sensitive nature of military operations, prioritize 

robust security measures. Implement encryption, multi-factor authentication, and other advanced security 

mechanisms to ensure the confidentiality of data stored on the blockchain while maintaining transparency and 

auditability.  

7. Regulatory Compliance. Work closely with legal experts to navigate regulatory frameworks that apply to military 

operations. Compliance with data protection laws, export control regulations, and other relevant standards is essential 

to avoid legal complications and ensure seamless implementation.  
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8. Change Management and Cultural Shift. Recognize that integrating new technology entails a cultural shift. 

Implement change management strategies to ease the transition for personnel accustomed to traditional systems. 

Communicate the benefits of blockchain adoption clearly and address concerns proactively.  

9. Feedback and Iteration. Encourage feedback from personnel who engage with the blockchain-based systems. 

Iteratively refine and enhance the technology based on user experiences and operational insights. This iterative 

approach ensures that the technology aligns closely with operational needs.  

10. Scalability Planning. Anticipate scalability requirements as blockchain implementation expands. Plan for the 

potential increase in transactions and data volume to ensure that the technology can accommodate the demands of 

large-scale military operations. In conclusion, introducing blockchain technology into military applications demands 

a strategic approach that acknowledges the unique challenges and opportunities within defence environments. By 

starting with controlled trials, fostering collaboration, addressing security concerns, and ensuring proper training, 

military entities can harness blockchain's transformative potential while upholding security, efficiency, and 

effectiveness in their operations.  

  

 Conclusion 

Blockchain technology, characterized by its decentralized and distributed ledger system, brings forth transparency, 

immutability, and enhanced security. Its transformative impact spans across various industries, fostering a realm of 

heightened efficiency and connectivity devoid of intermediaries. The potential of blockchain reverberates notably within 

military applications, heralding advancements that optimize operations on numerous fronts.  

 When integrated into the intranet, blockchain holds the promise of addressing prevalent inefficiencies in current file 

transfer systems, presenting a robust solution marked by its intrinsic attributes. In summation, the deployment of blockchain 

technology, coupled with its decentralized and secure ledger systems and automated smart contracts, catalyses 

improvements in accountability, transparency, and efficiency concerning equipment and supplies tracking, safeguarding 

cyber assets, information transmission, critical weapon system management, logistics streamlining, military data 

confidentiality, and equipment maintenance management.  

 Though implementation may present certain challenges, the dividends offered by blockchain technology are poised to 

eclipse any obstacles encountered. As the technology matures, anticipation for more ground-breaking applications within 

the military domain remains high. With the capacity to substantially enhance military operations' efficacy and proficiency, 

the integration of blockchain technology in this sector warrants exploration and consideration. The potential it holds, 

coupled with its capacity for innovation, is poised to reshape and elevate military endeavours in a dynamic and meaningful 

way.  

  

REFERENCES  

  

[1] Godsiff, Philip. "Bitcoin: bubble or blockchain." Agent and Multi-Agent Systems: Technologies and Applications: 

9th KES International Conference, KES-AMSTA 2015 Sorrento, Italy, June 2015, Proceedings. Springer 

International Publishing, 2015. 

[2] Sudhan, Amool, and Manisha J. Nene. "Employability of blockchain technology in defence applications." 2017 

International Conference on Intelligent Sustainable Systems (ICISS). IEEE, 2017. 

[3] Rahayu, Syarifah Bahiyah, Nur Diyana Kamarudin, and Afiqah Mohammad Azahari. "Military blockchain for 

supply chain management." Journal of Education and Social Sciences 13.1 (2019): 353-361. 

[4] Zhu, Y.; Zhang, X.; Ju, Z.Y.; Wang, C.C. A study of blockchain technology development and military application 

prospects. In Journal of Physics: Conference Series; IOP Publishing: Bristol, UK, 2020; Volume 1507, p. 052018.   

[5] Lele, A. (2019). Blockchain. In: Disruptive Technologies for the Militaries and Security. Smart Innovation, 

Systems and Technologies, vol 132. Springer, Singapore.   

[6] H. Hashim, “Military applications of blockchain technology,” Fintech News, 2020. Accessed:     

[7] Lilly, Bilyana, and Sale Lilly. "Weaponising Blockchain: Military Applications of Blockchain Technology in the 

US, China and Russia." The RUSI Journal 166.3 (2021): 46-56. 



   
  
  
 

 

 

469 

European Economic Letters 

ISSN 2323-5233 

Vol 13, Issue 5 (2023) 

https://doi.org/10.52783/eel.v13i5.776 

http://eelet.org.uk 

[8] Khettry, Akash Raj, Karthik R. Patil, and Abhilash C. Basavaraju. "A detailed review on blockchain and its 

applications." SN Computer Science 2.1 (2021):  

[9] Kim, J. W. "Blockchain technology and its applications: Case studies." Journal of System and Management 

Sciences 10.1 (2020): 83-93. 

[10] Paul, P., et al. "Blockchain Technology and its Types—A Short Review." International Journal of Applied Science 

and Engineering (IJASE) 9.2 (2021): 189-200. 

[11] Sharma, Gaurav, Deepak Kumar Sharma, and Adarsh Kumar. "Role of cybersecurity and Blockchain in battlefield 

of things." Internet Technology Letters (2023): e406. 

[12] Sudhan, Amool, and Manisha J. Nene. "Employability of blockchain technology in defence applications." 2017 

International Conference on Intelligent Sustainable Systems (ICISS). IEEE, 2017. 

[13]  Network Based on Blockchain Technology for Military System. In ICTC 2019 - 10th International Conference on 

ICT Convergence: ICT Convergence Leading the Autonomous Future (pp. 780– 783). Institute of Electrical and 

Electronics Engineers Inc.  

[14] K. H. Lee and H. S. Park, ``Study on trends and strategies for defence blockchain and ICT technologies,'' Electron. 

Telecommun. Trends, vol. 35, no. 1, pp. 1224, 2020 

[15]  Sobb, Theresa, Benjamin Turnbull, and Nour Moustafa. "Supply chain 4.0: A survey of cyber security challenges, 

solutions and future directions." Electronics 9.11 (2020): 1864. 

[16] T. J. Willink, ``On blockchain technology and its potential application in tactical networks,'' DRDCOttawa Res. 

Centre, Ottawa, ON, Canada, Tech. Rep. DRDCRDDC-2018-R033, Apr. 2018.  [8] P. Bansal, R. Panchal, S. Bassi, 

and A. Kumar, ``Blockchain for cybersecurity: A comprehensive survey,'' in Proc. IEEE 9th Int. Conf. Commun. 

Syst. Netw. Technol. (CSNT), Apr. 2020, pp. 260265   

[17] Rahayu, S. B., Jusoh, N., Kamarudin, N. D., & Azahari, A. M. (2019a). Integrating Military Blockchain In A 

Supply Chain Management. In The 13th Kuala Lumpur International Communication, Education, Language and 

Social Science Conference.   

[18] Rahayu, S. B., Jusoh, N., Kamarudin, N. D., & Azahari, A. M. (2019b). Military Blockchain For Supply Chain 

Management. Journal of Education and Social Sciences (JESOC).  

[19] Wang, K., Guan, Y., Jiang, D., & Yao, P. (2010). Analysis of information flow control in military supply chain 

management. In 2010 8th International Conference on Supply Chain Management and Information (pp. 1–4).   

[20] Yanni Yang (2019). Data Management in Supply Chain Using Blockchain: Challenges and a Case Study.   

[21]  J. Dennis Schultz, J. Mariani, I. Jenkins, and I. Jenkins, “Military readiness— How emerging technologies can 

transform defence capabilities,”Deloitte Insights, 2018. Accessed: Dec. 25, 2019.  

[22]  B. Lilly and S. Lilly, ``Weaponising blockchain,'' RUSI J., vol. 166, no. 3, pp. 4656, 2021,  

[23] C. Chedrawi and P. Howayeck, ``The role of blockchain technology in military strategy formulation, a resource-

based view on capabilities,'' in Proc. Cogn. Anal. Manage. Conf. At. Beirut, Lebanon: American Univ. Beirut 

Lebanon, 2018.   

[24] Y. Wang, L. Cong, Y. Fang, J. Deng, and Y. Chen, ``Research on missile data security based on blockchain,'' J. 

Phys., Conf. Ser., vol. 1237, no. 2, Jun. 2019, Art. no. 022139,   

[25] K R, K., & M, K. (2020). Military Message Passing using Consortium Blockchain Technology. In 2020 5th 

International Conference on Communication and Electronics Systems (ICCES) (pp. 1273–1278). IEEE.   

 


